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• A virus appears when there is a "deviant" program stored 
on a computer floppy disk, hard drive, or CD, that can cause 
unexpected and often undesirable effects such as 
destroying or corrupting data. An example of a virus was 
the "Love Bug" which started in the Philippines in May 2000 
and caused approximately $10 billion in damage. 

Viruses  

• It is program that is packaged with a useful application, 
usually free, such as a screen or game saver, but carries 
a destructive virus, that creates problems for your 
computer without your knowledge. Once the program 
initiates, the camouflaged virus is released creating 
havoc and mayhem. This virus is named after the 
mythical Trojan horse that was left as a gift to the 
Trojan people from the Achaeans as a trick. A trojan 
horse is one of the biggest threats to computer security 
as they cannot be identified easily. 

Trojan Horse  

• A worm is a type of malicious software that copies 
itself repeatedly into a computer memory (RAM) 
using up all available RAM. It also can copy on to a 
disk drive so it can load into RAM again. It spreads 
through a network to infect the RAM on other 
connected computers. A worm can infect your 
computer through email (the worm is disguised by 
pretending it came from somewhere it did not). 
When you open the email attachment the worm 
looks through your Windows Outlook and other 
address books choosing names at random. Using 
built-in software, the worm sends copies of itself to 
many names in the address books. It will take over 
ram on a computer and will take over ram on others 
computers that the original computer is hooked up 
to. 

Worms 
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• It is used for advertising purposes. It works 
by automatically downloading an 
advertisement to a computer that is 
accessing a specific website. Although it is 
often legal and used by big companies and 
it can be used by illegitimate companies 
promoting pornography or gambling. In 
addition, Adware is often downloaded 
with software. This causes the 
advertisements to automatically pop up 
when the program is in use. Adware 
usually exploits the cookie tracker to 
monitor what sites you're going to and 
record your browsing habit for marketing 
purposes. Examples of Adware programs 
include Ad-Aware and Spybot Search & 
Destroy. 

Adware 

• It is misleading software that is secretly installed on 
a computer through the web. Confidential 
information can be obtained by the installer such as 
passwords, keystrokes and email addresses. Too 
much spyware can slow down the operation of a 
computer 

Spyware 

• Web Page can take over your Router by this 
way: The victim would visit a malicious Web 
page that would use JavaScript code to trick 
the browser into making changes on the 
Web-based router configuration page. The 
JavaScript could tell the router to let the bad 
guys remotely administer the device, or it 
could force the router to download new 
firmware, again putting the router under the 
hacker's control. The attacker would be able 
to control his victim's Internet 
communications. 

Web page can take 
over your Router 



 
 

5 

• It replaces the boot instructions on the system 
software with its own. When the computer is 
booting this virus sneaks into the main memory 
before the OS. This then allows the virus to infect 
other files. Any diskette used on this computer 
becomes infected. When this disk is moved to 
another computer this contagion continues.  

The boot sector virus   

• It takes advantage of a task where miniature 
programs (a.k.a. macros) are rooted in regular 
data files (files made through emails, 
spreadsheets...) which are sent over computer 
networks. Example: a virus that hides in a power 
point presentation sent over email. 

Macro virus   

• It appears when there is a piece of code that has 
been placed intentionally into a software system. 
When specific conditions are met (like a date or a 
certain combination of keys being pressed), this 
code will set off harmful activities within your 
computer. For example, a programmer may place 
a logic bomb in the software so that when he 
leaves the company he is working for, all the 
information on his computer will be destroyed.  

A logic bomb  

• This happens when a webserver cannot handle all 
of the requests asked. It "can" happen legitimately 
when lots of people go to that website, but it 
usually happens because many computers have 
been zombied by a logic bomb virus to go to a 
specific website at the same time. 

Denial of Service 
(DOS) 
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